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1. Security Target Introduction

This Security Target (ST) describes the objectives, requirements, and rationale for the Lexmark
Multi-Function Printers with TPM, Fax, and Hard Drive TOE. The language used in this
Security Target is consistent with the Common Criteria for Information Technology Security
Evaluation, Version 3.1 Revision 5. As such, the spelling of terms is presented using the
internationally accepted English.

1.1 Security Target Reference

Lexmark Multi-Function Printers with TPM, Fax, and Hard Drive Security Target, Version 1.19,
May 18, 2023.

1.2 TOE Reference

The TOE includes 19 Lexmark MFPs. Each of the MFPs in the TOE include a Trusted Platform
Module (TPM), fax capability, and a hard disk drive. The components that provide the TPM, fax,
and hard drive are included in some of the printer models (standard) and are optional
components that must be ordered and installed for other models. The MFPs included in this
evaluation fall into one of three categories: 1. Fax and hard drive standard, TPM optional; 2,
TPM and fax standard, hard drive optional; and 3. TPM standard, fax and hard drive optional.
The following defines the TOE:

Lexmark MX432, MX522, MX622, MX721, MX722, MX822, MX826, MX931, CX622,
CX625, CX730, CX735, CX820, CX825, CX860, CX930, CX931, CX942, CX943, and
CX944 Multi-Function Printers with Trusted Platform Module, Fax and Hard Drive with
Firmware Version 081.234.

The Lexmark printers are sold in predefined configurations, providing groupings of added
options such as duplex printing, analog fax, and hard drive. The configurations are identified by
a character string appended to the model number. The following table provides details of the
models and their configurations that are included in the evaluation.

Table 1 - MFP TOE Configurations

Build Models Model TPM Fax Hard Disk

qultllclled Reference Standard  Standard  Standard
In the or P/N or P/N or P/N

Evaluation 57x0195  37x6350  27x0400
(optional (optional (optional

component component component
installed) installed) installed)

MXTCT MX432adwe | MX432 Standard Standard P/N 27x0400

MXTGM MX522adhe | MX522 P/N 57x0195 | Standard Standard
MX622adhe | MX622 P/N 57x0195 | Standard Standard
MX72ladhe | MX721 P/N 57x0195 | Standard Standard
MX722adhe | MX722 P/N 57x0195 | Standard Standard
MX822ade MX822 P/N 57x0195 | Standard Standard
MX822adxe P/N 57x0195 | Standard Standard
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Models Model TPM Fax Hard Disk
In.clul(ll ed Reference Standard Standard Standard
o ¢ te or P/N or P/N or P/N
vatuation 57x0195  37x6350  27x0400
(optional (optional (optional
component component component
installed) installed) installed)
MX826ade MX826 P/N 57x0195 | Standard Standard
MX826adxe P/N 57x0195 | Standard Standard
MXTPM MX931dse MX931 Standard P/N 37x6350 | P/N 27x0400
CXTZJ CX622adhe CX622 P/N 57x0195 | Standard Standard
CX625adhe CX625 P/N 57x0195 | Standard Standard
CXTMM CX730de CX730 Standard P/N 37x6350 | P/N 27x0400
CX735adse CX735 Standard Standard P/N 27x0400
CXTPP CX820de CX820 P/N 57x0195 | Standard Standard
CX820dtfe P/N 57x0195 | Standard Standard
CX825de CX825 P/N 57x0195 | Standard Standard
CX825dte P/N 57x0195 | Standard Standard
CX825dtfe P/N 57x0195 | Standard Standard
CX860de CX860 P/N 57x0195 | Standard Standard
CX860dte P/N 57x0195 | Standard Standard
CX860dtfe P/N 57x0195 | Standard Standard
CXTPC CX930dse CX930 Standard P/N 37x6350 | P/N 27x0400
CX931dse CX931 Standard P/N 37x6350 | P/N 27x0400
CX931dtse Standard P/N 37x6350 | P/N 27x0400
CX942adse CX942 Standard Standard P/N 27x0400
CX943adtse CX943 Standard Standard P/N 27x0400
CX943adxse Standard Standard P/N 27x0400
CX944adtse CX944 Standard Standard P/N 27x0400
CX944adxse Standard Standard P/N 27x0400

a=analog fax, d=duplex, e=e-task (touch screen device), f=staple finishing option, h=hard disk, m=mailbox,
n=network, p=stable with hole punch finisher, s=stacker, t=additional tray included, v=vinyl, w=wireless, x=high-
capacity feeder

All of the Lexmark MFPs included in this evaluation incorporate an Infineon OPTIGA™ Trusted
Platform Module SLB9672 2.0 (TPM). The TPM is a standard component in the Lexmark
MX432, MX931, CX730, CX735, CX930, CX931, CX942, CX943, and CX944 models; the
TPM is an optional component that must be ordered and installed in the Lexmark MX522,
MX622, MX721, MX722, MX822, MX826, CX622, CX625, CX820, CX825, and CX860
models for the evaluated configuration. This TPM optional component in this document is
referenced as Lexmark P/N 57x0195.

All of the Lexmark MFPs included in this evaluation include fax capability. Fax is a standard
component in the Lexmark MX432, MX522, MX622, MX721, MX722, MX822, MX826,
CX622, CX625, CX735, CX820, CX825, CX860, CX942, CX943, and CX944 models; fax is an
optional component that must be ordered and installed in the Lexmark MX931, CX730, CX930,
and CX931 models for the evaluated configuration. This fax optional component in this
document is referenced as Lexmark P/N 37x6350.
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All of the Lexmark MFPs included in this evaluation include a 500 GB hard disk drive. The hard
disk is a standard component in the Lexmark MX522, MX622, MX721, MX722, MX822,
MX826, CX622, CX625, CX820, CX825, and CX860 models; the hard disk is an optional
component that must be ordered and installed in the Lexmark MX432, MX931, CX730, CX735,
CX930, CX931, CX942, CX943, and CX944 models for the evaluated configuration. This hard
disk optional component in this document is referenced as Lexmark P/N 27x0400.

The firmware version of the TOE is build.081.234. Where build is one of the following:

. MXTCT for MX432

. MXTGM for MX522 and MX622

. MXTGW for MX721, MX722, MX822, and MX826
. MXTPM for MX931

. CXTZJ for CX622 and CX625

. CXTMM for CX730 and CX735

. CXTPP for CX820, CX825, and CX860

. CXTPC for CX930, CX931, CX942, CX943, and CX944

The first letter in the build identifier is M for mono printers or C for color printers. The next two
letters are always XT, signifying multi-function devices. The last two letters in the build
identifier identify a specific processor used in the printer models. The functionality of all models
is the same; the differences are limited to processors, paper sizes supported and device drivers.

1.3 Keywords

Hardcopy, Paper, Document, Printer, Scanner, Copier, Facsimile, Fax, Document Server,
Document Storage and Retrieval, Nonvolatile storage, Residual data, Temporary data, Disk
overwrite, Network interface, Shared communications medium, Multifunction Device,
Multifunction Product, All-In-One, MFD, MFP

1.4 TOE Overview
1.4.1 Usage and Major Security Features

The MFPs are multi-functional printer systems with scanning, fax, and networked capabilities.
Their capabilities extend to walk-up scanning and copying; scanning to fax; scanning to email,
and servicing print jobs through the network. The MFPs feature an integrated touch-sensitive
operator panel.

All the Lexmark printer models included in this evaluation incorporate an Infineon OPTIGA™
Trusted Platform Module SLB9672 2.0 (TPM). The TPM provides a DRBG that is used to
supply entropy to the Lexmark software DRBG. The TPM implements a NIST SP 800-90B
CTR_DRBG and has been evaluated and included on certificate #4347.

The major security features of the TOE are:

1. All Users are identified and authenticated as well as authorized before being granted
permission to perform any restricted TOE functions.

2. Administrators authorize Users to use the functions of the TOE.

3. User Document Data are protected from unauthorized disclosure or alteration.

11
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4. TSF Data, of which unauthorized disclosure threatens operational security, are protected
from unauthorized disclosure.

5. TSF Data, of which unauthorized alteration threatens operational security, are protected
from unauthorized alteration.

6. Document processing and security-relevant system events are recorded, and such records
are protected from disclosure to anyone except for authorized personnel. Records may
not be altered.

1.4.1.1 User Definitions

There are two categories of Users defined in this Security Target:

Table 2 - User Categories

Designation Category name Definition

A User who has been identified and

authenticated and does not have an
U.NORMAL | Normal User administrative role. A Normal

User can be a Local User or a
Network User.

A User who has been identified and
authenticated and has an administrative role

U.ADMIN Administrator

1.4.1.2 Asset Definitions

Assets are passive entities in the TOE that contain or receive information. Assets are Objects (as
defined by the CC). There are two categories of Assets:

Table 3 - Asset categories

Designation  Asset category  Definition

Data created by and for Users that do not
affect the operation of the TSF

D.USER User Data

Data created by and for the TOE that might
affect the operation of the TSF

D.TSF TSF Data
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1.4.1.3 User Data

User Data are composed of two types:

Table 4 - User Data types

Designation  User Data type Definition

Information contained in a User’s
D.USER.DOC ' User Document Data | Document, in electronic or hardcopy

form

Inf ti lated to a User’
D.USER.JOB  User Job Data nformation related to a User’s |
Document or Document Processing Job

1.4.1.4 TSF Data
TSF Data are composed of two types:

Table 5 - TSF Data types

Designation  TSF Data type Definition

TSF Data for which alteration by a
User who is neither the data owner nor
D.TSF.PROT ' Protected TSF Data in an Administrator role might affect
the security of the TOE, but for which

disclosure is acceptable

TSF Data for which either disclosure
or alteration by a User who is neither
D.TSF.CONF | Confidential TSF Data  the data owner nor in an Administrator
role might affect the security of the
TOE

1.4.2 TOE type

Multi-Function Device
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1.4.3 Required Non-TOE Hardware/Software/Firmware

To be fully operational, the following items may be connected to the MFP:

1.
2.

A LAN for network connectivity. The TOE supports [Pv4 and IPv6.

An IT system acting as the remote syslog recipient of audit event records sent from the
TOE.

3. IT systems that submit print jobs to the MFP via the network using standard print protocols.

10.

An IT system that connects remotely to the printer to perform remote configuration.
Remote configuration is optional.

An LDAP server to support Identification and Authentication (I&A). This component is
optional depending on the type(s) of I&A mechanisms used.

A card reader and cards to support Personal Identity Verification (PIV) cards. This
component is optional depending on the type(s) of I&A mechanisms used. The supported
card reader is the Identiv uTrust 2700 F Contact Smart Card Reader.

A Network Time Protocol Server. This system is optional based on if the time source is
configured locally or remotely.

A Key Distribution Center (KDC). This system is optional and required only if smart card
authentication is selected.

An email server to receive outgoing emails from the printers. This system is optional and
required only if email output is configured.

A phone line and a fax machine to receive outgoing faxes from the printers and receive
incoming faxes. This system is optional and required only if fax capability is configured.

1.5 TOE Description
The TOE provides the following functions related to MFPs:

S A L o

9.

Printing

Scanning

Copying

PSTN Faxing

Network Communication
Administration

Internal Audit Log Storage
Image Overwrite

Purge Data

All of the MFP models included in this evaluation provide the same security functionality. There
are no security-relevant differences between the models included in the evaluation. Their
differences are limited to minor differences in processors, color or black & white printing, paper
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size supported and the speed of printing. The following table summarizes the technical
characteristics of the MFP models.

Table 6 - Technical Characteristics of the MFP Models

Processor Word Size Color/Mono
MX432 Marvell 88PA6270 (G2) | 64-bit Mono 42
MX522 Marvell 88PA6270 (G2) | 32-bit Mono 46
MX622 Marvell 88PA6270 (G2) | 32-bit Mono 50
MX721 Marvell 88PA6270 (G2) | 64-bit Mono 65
MX722 Marvell 88PA6270 (G2) | 64-bit Mono 70
MX822 Marvell 88PA6270 (G2) | 64-bit Mono 55
MX826 Marvell 88PA6270 (G2) | 64-bit Mono 70
MX931 Marvell 88PA6270 (G2) | 64-bit Mono 35
CX622 Marvell 88PA6270 (G2) | 64-bit Color 40
CX625 Marvell 88PA6270 (G2) | 64-bit Color 40
CX730 Marvell 88PA6270 (G2) | 64-bit Color 42
CX735 Marvell 88PA6270 (G2) | 64-bit Color 52
CX820 Marvell MV78460 (A) 32-bit Color 52
CX825 Marvell MV78460 (A) 32-bit Color 52
CX860 Marvell MV78460 (A) 32-bit Color 60
CX930 Marvell 88PA6270 (G2) | 64-bit Color 25
CX931 Marvell 88PA6270 (G2) | 64-bit Color 35
CX942 Marvell 88PA6270 (G2) | 64-bit Color 45
CX943 Marvell 88PA6270 (G2) | 64-bit Color 55
CX944 Marvell 88PA6270 (G2) | 64-bit Color 65

1.5.1 Physical Boundary

The physical boundary of the TOE is the MFPs with the Lexmark TPM (P/N 57x0195) installed in
Lexmark MX522, MX622, MX721, MX722, MX822, MX826, CX622, CX625, CX820, CX825, and
CX860 models; the Lexmark Fax component (P/N 37x6350) installed in Lexmark MX931, CX730,
CX930, and CX931 models; and the Lexmark Hard Disk Drive (P/N 27x0400) installed in Lexmark
MX432, MX931, CX730, CX735, CX930, CX931, CX942, CX943, and CX944 models.

The optional components may be installed at the factory or by the customer. Installation depends
on how the components are ordered (individually or as a predefined configuration). Installation
instructions are included with the component when shipped to the customer.
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Figure 1 - Representative TOE Deployment
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The physical scope of the TOE also includes the following guidance documentation:

1. Lexmark Common Criteria Installation Supplement and Administrator Guide, December
2022.

2. Lexmark Embedded Web Server — Security Administrator's Guide, May 2022.
3. Lexmark MX432, XM3142 MFPs User’s Guide, October 2022

Lexmark CX421, CX522, CX622, CX625, MC2325, MC2425, MC2535, MC2640,
XC2235, XC4240 MFPs User's Guide, February 2021.

Lexmark CX730, CX735 XC4342, XC4352 MPF’s User's Guide, February 2022.
Lexmark CX820, CX827, XC6152, XC6153 MFPs User's Guide, October 2020.
Lexmark CX825, CX860 XC8155, XC8160, XC8163 MFP User’s Guide, October 2020.
Lexmark CX930, CX931, XC9325, XC9335 MFPs User’s Guide, May 2020.

Lexmark CX942, CX943, CX944, XC9445, XC9455, XC9465, MFPs User’s Guide, May
2020.

>

0 =2 oW
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10. Lexmark MB2442, MB2546, MX421, MX521, MX522, XM 1242, XM1246 MFPs User's
Guide, February 2021.

11. Lexmark MB2650, MX622, XM3250 MFPs User's Guide, February 2021.

12. Lexmark MB2770, MX721, MX722, MX725, XM5365, XM5370 MFPs User's Guide,
December 2018.

13. Lexmark MX822, MX826, XM7355, XM7370 MFPs User's Guide, February 2021.
14. Lexmark MX931 MFP User’s Guide, May 2022.

1.5.2 Logical Boundary

The TOE supports the security functions documented in the following sections.

1.5.2.1 Identification, Authentication and Authorization

When a touch panel or web session is initiated, the user is implicitly assumed to be the Guest
(default) user. Per the evaluated configuration, the permissions for this user must be configured
such that no access to TSF data or functions is allowed other than print job submission (job
submission is authorized regardless of what user is logged in). Therefore, the user must
successfully log in as a different user before any TSF data or functions other than print job
submission may be accessed.

The TOE supports I&A with a per-user selection of Username/Password Accounts (processed by
the TOE) or integration with an external LDAP server (in the operational environment) using
GSSAPI/Kerberos. Smart Card authentication may also be specified for users of the touch panel.

1.5.2.2 Access Control

Access controls configured for functions (e.g., fax usage) and menu access are enforced by the
TOE.

1.5.2.3 Data Encryption

All user data submitted to the TOE and stored on the hard disk is encrypted to protect its
confidentiality in the event the hard drive was to be removed from the MFP.

The TOE protects the confidentiality and integrity of all information exchanged over the attached
network by using IPSec with ESP for all network communication.

1.5.2.4 Trusted Communications

The TOE ensures communication is performed with known endpoints by using IPSec with pre-
shared keys or by validating supplied certificates.

1.5.2.5 Administrative Roles

Through web browser and touch panel sessions, authorized administrators may configure access
controls and perform other TOE management functions.

1.5.2.6 Auditing

The TOE generates audit event records for security-relevant events. Audit records are stored
internally and securely transmitted to a remote IT system using the syslog protocol over IPsec.
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1.5.2.7 Trusted Operation

Software updates are verified to ensure the authenticity of the software before being applied.
During initial start-up, the TOE performs self-tests on its cryptographic components and the
integrity of the executable code.

1.5.2.8 PSTN Fax-Network Separation

The TOE ensures that only fax traffic is sent or received via the attached phone line. Incoming
traffic is processed as fax data only; no management access or other data access is permitted. In
the evaluated configuration, the only source for outgoing faxes from the TOE is the scanner.

1.5.2.9 Data Clearing and Purging

In the evaluated configuration, the TOE automatically overwrites disk blocks used to store user
data as soon as the data is no longer required.

1.6 TOE Data
1.6.1 TSF Data
Table 7 - TSF Data

Item Description

Account Status Login status information is associated with all accounts used to
authenticate internally against a Username/Password. For each
Username/Password account, the TOE tracks the number of login
failures, time of the earliest login failure, and lock status.

Active Directory Configuration information used to join an Active Directory Domain.
Configuration Once joined, machine credentials are generated and the LDAP+GSSAPI
Login Method parameters for communication with the Domain
Controller are automatically populated.

Analog Fax - Cancel Faxes Specifies whether pending faxes can be canceled by users.

Analog Fax - Enable Fax Specifies whether incoming faxes may be received.

Receive

Analog Fax - Holding Faxes | Defines conditions for holding incoming faxes.

Date and Time Parameters Controls whether the time is tracked internally or from a remote NTP

server. If an NTP server is used, it specifies the parameters for
communication with the server.

Disk Wiping - Automatic Specifies the method used for automatic disk wiping.

Method

Disk Wiping - Wiping Mode | Controls the mode used for disk wiping.

Enable Audit Determines if the device records events in the secure audit log and (if
enabled) in the remote syslog.

Enable Fax Scans Specifies whether users can create faxes with the device’s scanner.

Enable HTTP Server Enables HTTP(S) server on the TOE.

Enable Remote Syslog Determines if the device transmits logged events to a remote server.

Fax Mode Specifies whether the fax function is operating in Analog mode or as a

Fax Server (outgoing faxes are forwarded to a fax server via SMTP).
Fax Server - Enable Analog This parameter controls whether incoming faxes are supported when

Receive operating in fax server mode

Fax Storage Location Specifies the storage location for faxes. This parameter must be set to
“Disk” during installation and is not accessible to administrators during
operation.
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Item Description

Groups

The set of Groups may be used to configure permissions for users. Each
Group has a configured set of permissions. Users may belong to any
number of Groups, and any User’s permissions are the union of the
permissions for each Group it is a member of.

Held Print Job Expiration
Timer

Specifies the amount of time a received print job is saved for a user to
release before it is automatically deleted.

IPSec Settings

The configuration parameters for IPSec that require IPSec with ESP for
all network communication (IPv4 and/or IPv6) with certificate
validation or pre-shared keys.

Job Waiting

Specifies whether a print job may be placed in the Held Jobs queue if
the required resources (e.g., paper type) are not currently available,
enabling subsequent print jobs to be processed immediately

Kerberos Setup

Defines the KDC Address, KDC Port, and Realm for communication
with the KDC. KDC communication is required if the TOE is using the
LDAP+GSSAPI login mechanism.

LDAP Certificate
Required

Specifies whether a valid certificate is required to be sent by an LDAP
server. Yes specifies that the server certificate is requested; if no
certificate is provided or if a bad certificate is provided, the session is
terminated immediately. No indicates that a certificate is not required;
if a certificate is supplied and it is invalid, the session is terminated
immediately.

LDAP+GSSAPI — MFP
Credentials

Specifies the Username and password to be used when performing
LDAP queries.

LDAP+GSSAPI
Configuration

Specifies the configuration options for communicating and exchanging
information with an LDAP server using GSSAPI.

LES Applications

Specifies whether enhanced service Java applications may be executed
on the TOE. This parameter must be set to “Enable” during installation
and is not accessible to administrators during operation.

Login Restrictions

Determines how many failed authentications are allowed within the
“Failure time frame” value before the offending Username/Password
account is prevented from logging in for the duration of the “Lockout
time” value. The “Web Login Timeout” determines how long the web
sessions can remain idle before the user is logged off automatically.

Network Port Defines the parameters required for the TOE to communicate via the
standard network port
Permissions Permissions specify the Function Access Control (FAC) authorizations,

which grant access to menus or functions (e.g. Copy). Permissions are
separately configurable for the default Guest account (Public) and for
each defined Group. Users other than Guest inherent the union of
permissions for all Groups that they are a member of.

Remote Syslog Parameters

Defines the communication to the remote syslog system

Security Reset
Jumper

Specifies the behavior of the TOE when a position change of the
Security Reset Jumper is detected. No Effect indicates the jumper
should be ignored. “Enable Guest Access” changes the permissions for
the Guest account to provide access to all functions and menus.

Smart Card Authentication
Client Configuration

Specifies parameters for validating the certificate from the card and
retrieving information from Active Directory.

SMTP Setup Settings

Define the SMTP server to be used to send email from the TOE

SMTP Setup Settings - User-
Initiated E-mail

Specifies what credentials (if any) are used to authenticate with an
external SMTP server.

USB Buffer

Disables all activity via the USB device ports (with the exception of a
Smart Card reader if Smart Card usage is configured).
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Item Description

Username/Password Specify a list of accounts that are internally validated by username and

Accounts password. For each account, a list of Group memberships are
configured.

Visible Home Screen Icons Specifies what icons should be displayed on the touch panel home
screen.

1.7 Evaluated Configuration

The following configuration options apply to the evaluated configuration of the TOE:

1.

2.

The B/W Print and Color Print permissions must be configured for the Public
permissions, which apply to all users including the Guest user. These permissions
authorize the MFP to accept print jobs from remote IT systems. No other permissions
may be configured for the Public permissions.

No optional network interfaces are installed on the MFPs. Note that one physical LAN
interface is standard on all MFPs and must be used. Wireless Ethernet must be disabled
for the evaluated configuration.

No optional parallel or serial interfaces are installed on the MFPs. These are for legacy
connections to specific IT systems only.

All USB ports on the MFPs that perform document processing functions (print, scan, fax
send) are disabled via configuration. In the operational environments in which the
Common Criteria evaluated configuration is of interest, the users typically require that all
USB ports are disabled. If Smart Card authentication is used, the card reader is
physically connected to a specific USB port during TOE installation; in the evaluated
configuration this USB port is limited in functionality to acting as the interface to the
card reader. A reader is shipped with the MFP. If Smart Card authentication is not used,
the card reader may be left unconnected.

Operational management functions are performed via browser sessions to the embedded
web server or via the management menus available through the touch panel.

Access controls are configured for all TSF data so that only authorized administrators are
permitted to manage those parameters.

All network communication is required to use [IPSec with ESP to protect the
confidentiality and integrity of the information exchanged, including management
sessions that exchange D.TSF.CONF and D.TSF.PROT. Certificates presented by
remote IT systems are validated.

Because all network traffic is required to use IPSec with ESP, syslog records sent to a
remote IT system also are protected by [PSec with ESP.

I&A may use Username/Password Accounts and/or the LDAP+GSSAPI login method on
a per-user basis. Smart Card authentication may be used for touch panel users. No other
I&A mechanisms are included in the evaluation because they provide significantly lower
strength than the supported mechanisms.
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LDAP+GSSAPI and Smart Card authentication require integration with an external
LDAP server such as Active Directory. This communication uses default certificates; the
LDAP server must provide a valid certificate to the TOE. Binds to LDAP servers for
LDAP+GSSAPI use device credentials (not anonymous bind) so that the information
retrieved from Active Directory can be restricted to a specific MFP. Binds to LDAP
servers for Smart Card authentication use user credentials from the card (not anonymous
bind) so that the information retrieved from Active Directory can be restricted to a
specific user.

Audit event records are transmitted to a remote IT system as they are generated using the
syslog protocol.

The severity level of audit events to log must be set to 5 (Notice).
Disk wiping functionality is performed with a multi-pass method.
User data sent by the MFP in email messages is sent as an attachment (not as a web link).

No Java applications other than those stated in this section are loaded into the MFP by
Administrators. These applications are referred to as eSF applications in end user
documentation. If PIV smart card authentication is going to be used, the following eSF
applications must be installed by an administrator during TOE installation and enabled:
“Smart Card Authentication”, “Smart Card Authentication Client”, “PIV Smart Card
Driver”, and “Background and Idle Screen”.

All other eSF applications installed by Lexmark before the TOE is shipped must be
disabled.

No option card for downloadable emulators is installed in the TOE.

All fax jobs are stored on disk (rather than NAND) to ensure their contents are wiped
upon completion of each job. Incoming faxes are always held until released by an
authorized administrator.

Fax forwarding is disabled to limit the destinations for incoming faxes to the local printer
only.

NPAP, PJL and Postscript have the ability to modify system settings. The capabilities
specific to modifying system settings via these protocols are disabled.

All administrators must be authorized for all of the document processing functions (print,
copy, scan, fax).

All network print jobs are held until released via the touch panel. Every network print
job must include a PJL SET USERNAME statement to identify the userid of the owner of
the print job. Held print jobs may only be released by an authenticated user with the
same userid as specified in the print job.

All incoming fax jobs are held until released via the touch panel. Held fax jobs may only
be released by an authenticated user with the U. ADMIN role.*

Administrators are directed (through operational guidance) to specify passwords adhering
to the following composition rules for Username/Password Accounts:
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¢ A minimum of § characters (note that the minimum size is configurable and can
be set to a minimum of 15 characters)

e At least one lower case letter, one upper case letter, and one non-alphabetic
character

e No dictionary words or permutations of the username
25. Simple Network Management Protocol (SNMP) support is disabled.
26. Internet Printing Protocol (IPP) support is disabled.
27. The Use Intelligent Storage Drive parameter is disabled.
28. All unnecessary network ports are disabled.
29. The only supported Diffie-Hellman group for IKE is Group 14 (2048-bit MODP).

30. The hard drives are only designed to be removed by authorized Lexmark service
personnel, and only upon failure of the hard drive as part of a replacement operation to
bring the TOE back into operational status. Under no circumstances are hard drives
reinserted into the same or a different printer after removal.

The following table defines the combinations of possible input sources and destinations that are
included in the evaluated configuration. In the table, the following meanings are used:

e “May Be Disabled Or Restricted” indicates that the functionality is included in
the evaluation but may be disabled or restricted to an authorized set of users at the
discretion of an administrator

e “Disabled” indicates the functionality exists within the TOE but is always
disabled by an administrator for the evaluated configu